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DETAILED ACTION 

1 . Claims 1 - 1 1 are pending. 

Continued Examination Under 37 CFR 1.114 

2. A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1,114. Applicant's submission filed on November 6, 2006 has been entered. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-11 have been considered but are moot in 
view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 102 

The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

4. Claims 1-11 rejected under 35 U.S.C. 102(e) as being anticipated by Asano et al. 
(Asano), U.S. PG-PUB 2003/0095664. 

As per claims 1, 5, 8 and 10: 

Asano discloses a method for generating an encryption key comprising: 
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retrieving the host identification from the host device for use as a private portion of an 
encryption key (paragraphs 02 1 3-02 18,); 

generating at least one content variable that uniquely identifies a corresponding block of 
said file as a public portion of said encryption key (paragraph 0220, where the block seed is the 
content variable); 

combining the host identification and the at least one content variable to produce the 
encryption key that was used to encrypt the file (paragraph 0220); 

encrypting a block of plaintext data using the encryption key to produce a block of 
ciphertext (paragraphs 0245-0275); 

appending only the at least one content variable to the block of ciphertext (paragraphs 
0245-0275); 

transmitting the block of ciphtertext and the appended at least one content variable over 
the unsecured interface to the storage device (paragraphs 0245-0276); 

storing the block of ciphertext and the appended one or more content variables within the 
storage device (paragraphs 0245-0276); and 

decrypting the block of ciphertext with the encryption key to produce the block of 
plaintext (paragraphs 0276-0298). 

As per claims 2 and 1 1 : 

using a predetermined method, wherein combining the host identification and the at least 
one content variable repeatedly produces the same encryption key (paragraph 0219). 
As per claims 3 and 6: 
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Asano discloses a method wherein a time variable is obtained because it is required in 
order to decrypt the message (paragraphs 0226-0227). 
As per claim 4: 

Asano substantially teaches a method comprising: 

retrieving the host identification from the host device for use as a private portion of an 
encryption key (paragraphs 0245-0275); 

generating a content identification, wherein the content identification corresponds to the 
block of plaintext as a public portion of said encryption key (paragraphs 0245-0275); 

combining the host identification and the content identification to produce the encryption 
key (paragraphs 0245-0275). 

a time variable is obtained because it is required in order to decrypt the message 
(paragraph 0257). 

As per claims 7 and 9: 

Asano substantially teaches a method comprising: 

retrieving the stored block of ciphertext and the appended at least one content variable 
from the storage device (paragraphs 0276-0298); 

retrieving the host identification from the host device (paragraphs 0276-0298); 

utilizing decryption criteria such as a time variable, in order to decrypt (paragraphs 0276- 

0298). 



Conclusion 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kristin D. Sandoval whose telephone number is 571-272-7958. 
The examiner can normally be reached on Monday - Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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